SONY

NMomMoLuleH HapbYHNK

ILME-FX6
lMpegnasHn MepKn 3a CUrypHOCT

Tosu MomoLLeH HapbYHMK ONUCBA NPEANAa3HNTE MEPKM 32 CUIYPHOCT NP NPEXBLPISIHE Ha haiinoBe U CTPUAMUHT Ypes
ypega.

[MpeanasHu MepKX 3a CUrYPHOCT

D[E,Ell'la3Hl/l MEPKU NMPU BPpb3Ka C UHTEPHET

[MpeanasHu Mepku,_CBbR3aHu C MpexoBaTta (yHKUUA

[MpennasHun mepkn, CBbp3aHu ¢ BeaxnyHata nokanHa mpexa (LAN)

[peanasHun mepku, cBbp3aHn ¢ USB TeTbpuHr

OTtHocHo dyHkumsaTa FTPES (ETPS)
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SONY

NMomMoLuleH HapbYHNK

ILME-FX6
lMpeanasHn Mepkn 3a CUrypHoOCT

MpeanasHu Mepku 3a CUTYPHOCT

Tas3n Tema onucea npegnasHnTe MEpKU Npu CBbp3BaHeE Ha ypeaa KbM MpeXxa.

CbabpxaHMETO Ha KOMYHUKaLmMaTa MoXe Aa 6bie HeYCEeTHO NpMxBaHaTO OT HEOTOPU3UPAHU TPETU CTpaHu B obcera
Ha curHanuTte. Korato nanonsearte 6e3xnyHa LAN koMyHMKaLmMsa npunarante BHUMAaTENHO MEPKUTE 3a CUTYPHOCT, 3a
Ja 3almTuTe ChbAbpPXKaHNETO M.

AKo npu HacTpolika Ha [Security] Ha 6e3xunyHata LAN mpexa nsbepete [None] n cBbpkeTe ¢ Touka 3a 4OCTb,
Be3xnyHaTa KOMyHMKaLMa Mexay kamepaTa 1 TodkaTa Ha 4OCTbMN HaMa Aa Obae KpunTupaHa u e Bb3MOXHO Aa 6bae
npuxBaHaTa OT TpeTa cTpaHa B obcera Ha curHana. Manonssante npotokon 3a 3awmta WPA2 nnn WPA3 3a
NoBULLEHA 3aLLMTa.

SONY HE HOCU OTITOBOPHOCT 3A WWETW OT KAKBbBTO U OA E BUA, MPOU3TUYALLM OT HECITA3BAHETO
HA MPABUITHN MEPKW 3A CUIYPHOCT HA NPEOABATENHUTE YCTPOMCTBA, HEM3BEXXHOTO U3TUYAHE
HA JAHHW, B PE3SYNTAT OT CMNEUNOUNKALIMUTE 3A MNMPEOABAHE, NI KAKBUTO W OA BUITO NMPOBJIEMU
CbC CUTYPHOCTTA.

B 3aBucumMocT oT paboTHaTta cpefa 4o ypena MoXe Aa UMat JOCTbMN HEYMbITHOMOLLEHN TPETU Nnla B Mpexara. [Npu
CBbp3BaHe Ha ypea KbM MpexaTa ce noctapante Aa ce yBepuTe, Ye Mpexarta e 3allmMTeHa CUrypHo.

KoraTo cBbp3BaTe T031 NPOAYKT KbM MpeXa, CBbPXETe ro Ypes cucTemMa, KoaTo NpefocTaBs 3alumMTHa YHKLMS,
Hanp. pyTep unu 3awuTtHa cteHa. AkO e cBbp3aH 6e3 TakaBa 3aluuTa, MOXe Aa Bb3HUKHAT NpobnemMu, CBbp3aHn CbC
CuUrypHocTtTa.
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NMomMoLuLeH Hapb4YHMK

ILME-FX6
lMpegnasHn MepKn 3a CUrypHOCT

MpepnasHu mepku Npu Bpb3Ka C UHTEPHET

Tas3n Tema onucea npegnasHnuTe MepKn npu CBbp3BaHe Ha ypeaa KbM UHTEPHET.

YpeabT He MOXe Aa ce cBbp3Ba vpes 6ezxmdHa LAN Mpexa ¢ Touka 3a 4OCTbN, KOSATO nanonasa eguHcteseHo WEP
nnn WPA, metogm ¢ ysa3BuMOCTW.

YpeaobT He € MPEeX0BO YCTPOMUCTBO (Hanpumep pyTep UM MpexoB KoMmyHukatop). CUnHo ce npenopbyBa Aa
CBbpXETe YCTPOMCTBOTO KbM MpeXa, KbAEeTO MOXeTe Aa KoHUrypmpare 1 ynpasnssaTe MpeXoBuTe HaCTPOMKN No
noaxoAsLy, HauyvH, 3a fja ce npeanasnte OT MPEXOBW aTaku, kaTto Hanpumep DoS aTaku (aTaku 3a 0Tka3 Ha ycnyra).
KoraTo cBbp3BaTe ypeaa KbM Mpexa, CBbPXETe ro Ypes pyTep, KOWTO € HAaCTPOEH W yrpaBnsiBaH no noaxoAsill, HauuH
unu ro cebpxkeTe kbM LAN NOpT, KOWTO M3BbPLUBA CbLUNTE PYHKUMKN. AKO Obae cBbp3aH 6e3 nogobHa 3awuTa
(Hanpumep yvpes Wi-Fi mpexa cbc cBo6oaeH AOCTHM), MOXe Aa HAacTbNAT Npobnemu cbe curypHocTTa. KoraTo ca
NpaBuUITHO KOHGUIypupaHu, pyTepuTe npegocTaBaT gocTaTbuyHa 3awmTta cpewy DoS ataku unu 3aryba Ha

PYHKLMOHANHOCT Ha YCTPOMCTBa B MpexaTa. AKo 3abenexuTe Helo HeobunyanHo, HesabaBHO NpekpaTeTe Bpb3kaTa
Ha KamepaTa ¢ Mpexara.
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NMomMoLuLeH Hapb4YHMK

ILME-FX6

lMpegnasHn MepKn 3a CUrypHOCT

NMpeana3Hun MepKu, CBbpP3aHU C MpexoBaTta (PyHKUUA

Tas3n Tema onucea npegna3HnTe Mepkmn OTHOCHO MpeXoBaTa (*)yHKU,I/IFI Ha ypeaa.

Ako 6bJe 3aceueH HeoTopM3MpaH AOCTbI, KaMepaTta MoXe [a crnpe a npuema KOMyHuKauumm. AKo ToBa ce cryuu,
CBbpXeTe Ce OTHOBO OTHayarno.

HaTncHete 6yToHa [Show Authentication] Bbpxy ekpaHa 3a cbeTosiHueTo [Network], 3a Aa ce nokaxe nHdpopmaumaTa
3a yAocToBepsiBaHe 3a CBbp3BaHe Ha ypeaa. YBepeTe ce, Ye eKpaHbT He ce Buxaa u nsobpaxeHneto ¢ QR kof He
MOXe fa 6bae KonMpaHo OT HAKOW OpPYT.

MoTpebutenckoTo nMe 1 Nnaponara ca aBTOMaTU4YHO reHepupaHu U HaCTPOEHM Ha KamepaTa B MOMEHTa Ha MOKYrKa.
KoraTto HacTporBaTe NnoTpeduTENCKOTO UME 1 Napornara cu, ce yBepeTe, Ye HAaCTPOMKUTE He ca BUOUMMU 33 HAKOWN
apyr. 3agante noTpebuTenckoTo UMe 1 naporaTa KakTo criega.

[User
Name]

[Password]

3apante notpebuTencko nve, KOeTo cbabpxa oT 1 4o 16 3Haka.
To e HacTpoeHo abpnyHo Ha “admin” no nogpasbupaHe.
CnegHuTe CMMBOMM Ca BanuaHW 3a BbBEXAaHeE.

Bykeu (rmaBHu 1 manku), undpu, cumeonu (! % +,-.=_)

3apavite napona, cbabpXalla ot 8 oo 16 3Haka v noHe 1 nnu nosede 6yksu 1 1 N noseye
undopu.

CnepHWTe CMMBOMKM ca BanuaHu 3a BbBEXAAHE.

BykBu (rmaBHM 1 manku), umdpu, cumsonu (! % +,-.=_)
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NMomMoLuLeH Hapb4YHMK

ILME-FX6
lMpegnasHn MepKn 3a CUrypHOCT

NMpeana3Hun Mepku, cBbp3aHU ¢ Ge3axnyHaTa nokasnHa mpexa (LAN)

Tas3n Tema onucea npegnasHnTe MepKn npu CBbp3BaHeE Ha ypeaa 4pes3 6ezxunyHa LAN Mpexa.

B lNMomoLHMA HapbYHKK 3a TO3U ypen ToYKMTE 3a AocTbn A0 6e3xnydHa LAN mpexa n pytepute 3a 6exmyHa LAN
Mpexa, kouto npenpegasat LAN Bpb3ku, ce Hapuyat “ToYku 3a JocTbn’.

[Security] (meTog Ha kpunTupaHe) Moxe Aa 6bae HacTpoeH Ha [None], [WPA2], unu [WPA3]. ManonseaHeTo Ha
[WPA2] unn [WPA3] ce npenopb4Ba OT rnegHa Todka Ha curypHocTTa. KoraTto e nsbpaHo [None], npeau ceBbp3BaHeTo
ce nokasea cbobLieHune. 3a curypHa 6e3xmyHa LAN Bpb3ka CUNHO ce npenopbyBa CBbp3BaHe KbM TOYKM 3a AOCTHM
C HacTpouku 3a curypHoct WPA2 nnn WPAS.

Mo nogpasbupaHe e n3dpaH meToabT 3a curypHoct WPA2, korato ce permctpupa Tovka 3a gocTbn Ao 6eaxuyHa LAN
Mpexa ¢ usnonseaHe Ha [Manual Register].

AKO ce CBbpKETe C TouKa 3a 4OoCTbN 6e3 HacTponKa 3a CUrypHOCT, MOXe [a CTaHeTe 06eKT Ha Xakepcka aTtaka,
OOCTbMN OT 3MOHaMePEHN TPETU CTPaHU unu ataku, 6asvpaHu Ha ysi3BMMocTU. OCBEH ako He e Hen3bexHo, He ce
npenopbyBa Bpb3ka 6e3 KakBaTo M [ja € HacTporika 3a CUTYPHOCT.

HacTporiBaHeTo Ha curypHocTTa npu 6exuyHa LAN Mpexa e U3KMIYUTENHO BaXKHO. Sony HsiMa 4a HOCK
OTFOBOPHOCT 3a LUETU, NOMyYEHN B pe3ynTaTt OT HEB3ETM MEPKM 3@ CUTYPHOCT, UK 3a NpobnemMu cbC CUrYpHOCTTA,
Bb3HUKHanNW, nopaam HensbexHn obcToaTencTsa npu nsnonssaHeTo Ha 6esxuyHa LAN Bpb3ka.
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[MomoLLEeH HapBbYHUK

ILME-FX6
lMpegnasHn MepKn 3a CUrypHOCT

NMpeana3Hun mepku, cebp3aHu ¢ USB TeTbpuHr

Tasu Tema onvcea npeanasH1uTe Mepku Npu cBbp3BaHe Ha ypeaa upes USB TeTbpuHr.

V3nonasanTe eANHCTBEHO JOBEPEHN CMapTOoHM 3a TETbPUHI. CBbP3BaHETO C HENO3HATU YCTPONCTBA HE Ce
npenopbyBa Nopaaun cbobpaKeHUs 3a CUTYPHOCT.
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NMomMoLuLeH Hapb4YHMK

ILME-FX6
MpeanasHn Mepkun 3a CUrypHoCT

OTHocHo dbyHKuuaTa FTPES (FTPS)

dyHkumaTa FTPS nogabpka pasnuyHi anroputMm 3a KpuntrMpaHe, 3a Aa ocurypu 3almteH TpaHcdep Ha dannose.
MHOXeCTBO OT anropuTMUTE 3a KpUNTUPAHE, HAKOM OT KOMTO MOXE U a He OTroBapsiT Ha CbBPEMEHHUTE Haii-goopu
NPaKTUKK 3a CUTYPHOCT, Ce NoaabpKaT 3apafn CbBMECTUMOCTTa UM C LUMPOK HABop OT CbpBBLPMU.

AnropurMute 3a KpuntupaHe ce nogabp>xkart ot pyHkumuara FTPS

I'Ionm:pmaT ce cnegHuTe anropuTtMun 3a KpuntupaHe:

TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA WITH_AES 256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA256

MpenopbUMTEnHU anNnropuTMM 3a KpUnTupaHe

CnegHute anroputmm 3a KpUnTMpaHe ca NpenopbYuTENHN Bb3 OCHOBA Ha MPENopbKUTE Ha HaumoHanHMs MHCTUTYT 3a
ctaHgaptu un TexHonorum (NIST) (NIST SP 800-57 vacT 1, pegakums 5) u opyrv cBbp3aHun CTaHAapPTU 3a CUTYPHOCT:

TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

OTHOCHO HenpenopbYUTENHUATE arirOpPUTMm

dyHkumaTa FTPS nogabpka CbLo 1 CregHnTe anroputmMmn 3a CbBMECTMMOCT, HO T€ HE Ce NpenopbYBarT, Bb3 OCHOBA Ha
npenopbkmTe Ha NIST, (NIST SP 800-57 yacT 1, pegakums 5) n gpyru cBbp3aHu CTaHA4apTu 3a CUTYPHOCT U MOXe Aa
Obaat npemaxHaTv B 6baeLla Bepcus:

TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA WITH_AES 128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA WITH_AES 256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA256

OTHOCHO CBHBMECTUMOCTTA Ha Bpb3KaTa



®yHkumaTa FTPS e npoekTupaHa 3a 6anaHc Mexay CUrypHoCT U CbBMECTUMOCT. KbM MOMeEHTa HenpenopbYnuTenHuTe
anropuTMu ce noaabpxat no criefgHuTe NPUYNHKU, HO Te MoXe Aa 6baaT npemaxHaTy B 6baeLun Bepcumn ¢ Len
nogobpsiBaHe Ha CUrypHOCTTa:

(DOTOFpa(bVI n Buageoonepatopun Ha CBO60ﬂ,Ha NnpaKkTuKa ce Hy>XOadAT OT BPpb3Ka CbC CbpPBbPU Ha Pa3yiMyHU KITMEHTU.
CbBMeCTMMOCTTa CbC CTapu cucteMum n octapernu Cbpebpu TpFIGBa Aa ce nogabpxa.

He Bcuukm noTpebuTenu ca roToBu Aa NPeEMUHAT KbM No-6e30nacHu HacTPOWKK, Thil KaTo NPOMsIHAaTa B HACTPOMKUTE
Ha anropuTbMa 3a KpUNTMPaHe Ha CbpBbLPa € CIOoXHA.

Hactpownkute Ha FTPS yecTto ce cnopgensaT ¢ Apyru 3awwmTenn ycnyrn. Beakaksu npomenn Tpsabea ga 6baat
obmucneHn BHMUMaATEIHO, TbW KaTo Te MOXe Aa oKaxart B'b3p,eI7ICTBVIe BbpXy OpPYyrn yCcnyrn Ha cbpBbpa.

TpsibBa fa ce nogabpka ronsm Habop OT anropuTMu 3a KpUNTUpaHe, 3a 4a ce OCcUrypu onepaTMBHa CbBMECTUMOCT B
pasnuyHn cpeau.

AnropuTbMBT 3a KpUMNTUPaHe, U3MNorn3eaH No BpeMe Ha FTPS Bpb3ka ce onpegens Ype3 aBToMaTUYHO YCTaHOBSIBAHE Ha
Bpb3Ka CbC CbpBbpa Ha AeCTMHALMATA U crieoBaTenHo 3aBUCKU OT HACTPOMKUTE Ha CbpBbpa. Bbnpeku ye pruckoseTe 3a
CUIypHOCTTa ca No3HaTh, KbM MOMEHTa C MPUOPUTET € CbBMECTMMOCTTA C Lien Aa ce 3a0BONSAT pa3Ho00pasHUTE Hyxau
Ha noTpebutenuTe.

Puckoee 3a curypHocTTa

YnoTtpebata Ha HenpenopbYMTENHN anroputmu, BkntountenHo CBC/DHE/RSA/SHA-1, noBuwaBa pucka ot
OeKpunTupaHe Ha KpUnTupaHuTe SaHHU UM HaMmecaTta OT HanagaTer, KOMTO Aa pas3Kpue AaHHKU Mo Bpeme Ha TpaHcdep.

Mpenopbku 3a 6e3onacHa Bpb3Ka

Mpeawn ynotpeba Ha cyHkumaTa FTPS npoBepeTe Aanu CbpBbPbT Ha AeCTUHALMSA HA Bpb3kaTa Noaabpxa
npenopbYMTENHUTE anropuTMK 3a KpyntupaHe. AKTUBMpanTe eAUHCTBEHO NpenopbyaHnTe anroputMm OT cTpaHa Ha
CbpBbpa U AeaKTUBMpPanTe HeEMPenopbUYNTENHUTE anropuTMK.

KauBaHe upes sawmureH FTP

MoxeTe goa kauBate hbannose c kpuntupaHe ¢ usnonssaHe Ha FTPS B pexum Explicit (FTPES) 3a Bpb3ka ¢ hannosus
CbpPBbP HAa MECTOHA3HAYEHUETO.

3a curypeH FTP TpaHcdep, HacTponTte [Using Secure Protocol] Ha [On] B HacTpolikuTe Ha CbpBbpa Ha AecTuHaumsTa 3a
TpaHcdep Ha dannose U MNopTUpanTe cepTudukar.

CnpaBku

Recommendation for Key Management, Special Publication 800-57 Part 1 Revision 5, NIST, 2020.

Transitioning the Use of Cryptographic Algorithms and Key Lengths, Special Publication 800-131A Revision 2, NIST,
2019.

Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication, Special Publication 800-
38B, NIST, 2005 (cbabpxa aktyanusauum ot 10.06.2016 r.).

Ceptudomkar

3anuweTte ceptudumkara, nanonseaH ot pyHkumaTa FTPES (FTPS), B kopeHHaTa AMpEKTOpUSA Ha KapTaTa namer.
[MpomeHeTe nmeTo Ha hanna Ha criegHoTo:

certification.pem (dpopmat PEM)

MakcmmanHaTa ronemMvHa Ha cepTuduKarT, KOUTo Moxe Aa 6bae 3apeaeH, e 1 MB Ha cepTudumkar.
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