SONY

CnpaBo4HOE pyKOBOACTBO

ILME-FX6
MpenynpexaeHusa no Mepam 6e30nacHOCTH

B naHHom CnpaBo4YHOM pyKOBOACTBE NPUBEAEHbI NpeaynpexaeHns no mepam 6e3onacHocTn npu nepegaye garinos 1
NOTOKOBOW Nepefade ¢ NOMOLLbIO YCTPONCTBA.

MpenynpexneHus No mepam 6e3onacHOCTH

Niepbl NREAOCTOPOXHOCTU NMPU NOAKITHYEHNUN K MHTepHeTV_

Mepbl NPeaOCTOROXKHOCTI B OTHOLLIEHWUN CETEBOW RYHKLIMMK

=

€pbl NPEAOCTOROXHOCTM B OTHOLWEHUK BecnposoaHou JIBC

Mepbl NPeOCTOROXHOCTA B OTHOLLIEHUU TeTepuHra USB

O chyHkuun FTPES (ETPS)
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SONY

CnpaBo4HOE pyKOBOACTBO

ILME-FX6
MpenynpexaeHusa no Mepam 6e30nacHOCTH

MNMpeaynpexaeHus no mepam 6e3onacHoOCTU

B atom pasaerne paccMaTtpmnBarTCA Mepbl NPeOCTOPOXHOCTU NPU NMNOAOKMKOYEeHUN yCTpOI;ICTBa K CEeTu.

lMepenaBaemoe cogepxMmoe MOXET ObITb HenpegHamMmepeHHO NnepexBadeHo TPETbUMY NULaMU, HaXoaALWNMNCS B
30He fencTBus curHana. Mcnonb3ys 6ecnpoBOgHY0 NOKanNbHY CETb, MPUHMMaNTE HEOOXoAMble MepbI AN
obecnevyeHns 6e3onacHOCTM Nepegayn CoaepPKXUMoro.

Ecnu 3agatb ans Hactponku [Security] 6ecnposoaHor JIBC 3HaveHue [None] u NnoaknounTb Kamepy K Tovke
pocTtyna, 6ecnpoBogHas CBA3b MEXAY KamMepow 1 TOYKOW AocTyna He ByaeT wudpoBaTbCa M BO3SMOXEH Nnepexsat
TPETbMMM NULAMN, HAXOASLMMUCS B 30HE npreMa curHana. [nga ycuneHns 6e3onacHOCTU NCMONb3ynTe NPOTOKON
6e3onacHocTn WPA2 unu WPA3.

KOMMAHMA SONY HE HECET OTBETCTBEHHOCTW 3A KAKOW Bbl TO HW BbINO YUWEPB, BOSHUKLLINW
BCNEACTBWE HECOBJTKOOEHNA MEP MPEJOCTOPOXHOCTW MNPU UCMONb30BAHNM YCTPOUCTB
MEPEJAYN OAHHBIX, HEM3BEXHbLIX YTEYEK MHOOPMALIMW, CBA3AHHBLIX CO CIMNMELUUPUKALNAMU
MEPEOAYY OAHHBLIX, T MPOBJIEM BE3OIMACHOCTW JIKOBOIO POLA.

B 3aBucMMOCTH OT onepaumoHHON cpebl BO3MOXEH HeCaHKLUMOHUPOBAHHbLIN JOCTYN NOCTOPOHHMX UL, K YCTPOMCTBY.
Mpn nogkntoyeHnn ycTponcTaa K cet ybeamtecb B TOM, YTO CETb HAAEXHO 3allumLleHa.

Mpn nogknNtoYeHUn 3TOro U3Aenus K CETU BbINONMHANTE NOAKMYEHNE Yepes cucTemy, kotopas obecneyvBaeT
hyHKLMIO 3aLLUMTBI, TaKyO Kak MapLupyTusaTop unvm 6pangmayap. Npv nogknioveHnr 6e3 Takon 3almTbl MOryT
BO3HMKHYTb NpobrnemMbl ¢ 6e30MacHOCThIO.
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CnpaBo4HOE pyKOBOACTBO

ILME-FX6
MpenynpexaeHusa no Mepam 6e30nacHOCTM

Mepb! NpeaoCcTOPOXHOCTU NpU NoaknoYeHuun K UHTepHeTy

B aTom pasgene paccMaTpuBaloTcsi Mepbl NPeAoCTOPOXHOCTY NMPU NOAKMHYEHUN YCTPOMUCTBA K IHTEpHETY.

[laHHOEe YyCTPOMCTBO HE MOXET noaknyaTbes no 6ecnposogHon JIBC k Touke AoCTyna, UCMOMb3YOLLEN TONbKO
npotokon WEP nnu WPA, koTopble NpeactaBnsaoT cobor MeToabl obecneyeHns 6e3onacHoCTy, MetoLmne
YSI3BMMOCTM.

[laHHOe yCTPOMCTBO He SBMNSIETCA CETEBLIM YCTPONCTBOM (TakMM Kak MapLUpyTU3aTOp UMK KOHLEHTpaTop-
KoMMmyTaTop). HacTosTenbHO pekoMeHayeTcs NoAKoYaTh YCTPOUCTBO K CETU, B KOTOPOWM MOXHO 3afaBaTb CeTeBble
HaCTPOWMKM 1 yNpaBnaTb UMK Tak, YTOObI 06ecnevmnTb 3aLuTy OT CeTeBbIX aTak, Takmx kak DoS-artaku (atakum Tuna
“oTkas B 00cnyxmBaHumn”).

[MoakntovariTe YCTPOMCTBO K CETU Yepe3 HacTpanmBaeMbli U ynpasnseMblii COOTBETCTBYHOLLUM 06pa3om
MapLupyTmsaTop nnbo nogknioyanTe ero k nopty JIBC ¢ Takow xe dyHKUMoHansHocTb0. MNpu nogknoveHnn 6es
Takow 3awunTbl (HanpuMep, Npu ncnonbdoBaHun 6ecnnartHoro Wi-Fi) MoryT BO3HUKHYTb Npobnembl ¢ 6e30nacHOCTbIO.
HacTpoeHHble JomkHbIM 06pa3oM MapLUpyTU3aTopbl 06ecnevmBaoT AOCTaToOuHY 3awuTy oT DoS-atak unm notepm
paboToCnoCcOBHOCTM YCTPOWCTB B CeTU. 3aMeTUB YTO-NMBO HEODOLIYHOE, HEMEAMNEHHO OTKMOYMUTE KaMepy OT CETU.
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CnpaBo4HOE pyKOBOACTBO

ILME-FX6

MpenynpexaeHusa no Mepam 6e30nacHOCTM

Mepbl NpeaoCTOPOXKHOCTU B OTHOLUEHNM ceTeBOMU (hyHKLUMU

B aTom pasgene paccMmaTpuBaloTcsi Mepbl NPeAoCTOPOXHOCT OTHOCUTENBHO CETEBOWN (PYHKLIMM YCTPOIACTBA.

B cnyyae obHapyxeHUs HeCaHKLMOHNPOBAHHOIO A0CTyna obMeH JaHHbIMU C KaMepOoW MOXET CTaTb HEBO3MOXHbIM.
B aTOM cnyyae 3aHOBO BbIMOMHUTE MNOAKMOYEHNE C Havana.

HaxmuTe kHonky [Show Authentication] Ha akpaHe cocTosiHusa [Network], 4ToObl OTKPbITL MHOPMaLM0 00
ayTeHTUdMKauumn Ansa NoaknodeHns K AaHHoOMy yctponcTtsy. CrneguTe 3a TeM, 4ToObl MOCTOPOHHUE NUua He BUaenu
3KpaH 1 He Mornu ckonmpoBaTb M3obpaxeHne QR-koaa.

Ha MomeHT nprobpeTeHns kamepbl MMS MONb30BaTeNs U Naposb CreHeppoBaHbl U 3aiaHbl aBTOMATUYECKN.
3apaBas nMsi Nonb3oBaTens 1 naporb, yoeauTech, YTO STU HACTPOWKU HE BUAHO OKpy>KalLuMm. 3agaBante ums
nonb3oBaTens 1 Naporb criegyowmum o6pasom.

[User
Name]

[Password]

3apante nMsa nonb3oBaTens, KOTopoe BkrtovaeT B cebs ot 1 4o 16 cMMBOnoB.

Ero 3aBoackasi HacTpoika no ymonyaHuo — “admin’.

Hwxe ykasaHbl JOMyCTMMble ANs BBOAA CUMBOIbI.

BykBeHHble CMMBOSbI (B BEPXHEM U HUXXHEM peructpax), uudposble CUMBOSbI, 3HakM (! % +, - .

=_)

B3apanTe naponb, KOTOpPbIV BKMNOYaeT B cebs oT 8 oo 16 cumBonoB 1 cogepxut 1 nnmn 6onee
ByKBEHHbIX CUMBOSOB 1 1 1K 6onee UUPPOBBLIX CUMBOSIOB.

Hwxe ykasaHbl JOMyCTMMble ANsi BBOAA CUMBOIbI.

BykBeHHble CMMBOSbI (B BEPXHEM U HXKHEM peructpax), umdposble cumMBObI, 3HakM (! % +, - .

=_)
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CnpaBo4HOE pyKOBOACTBO

ILME-FX6
MpenynpexaeHusa no Mepam 6e30nacHOCTM

Mepb! npefocTopoXXHOCTU B OTHOLWEHUN 6ecnpoBoaHou JIBC

B aTom pasgene paccmatpuBaroTcs Mepbl TPegoCTOPOXHOCTY NPU NOAKIYEHMN ycTponcTBa no 6ecnposogHomn J1IBC.

B CnpaBo4yHOM pyKOBOACTBE AN AaHHOIO yCTPOMCTBA TOYKM AocTyna 6ecnposogHon JIBC n mapLupyTmsatopbl
©ecnposogHon JIBC, koTopble nepekntoyatoT coeanHeHms JIBC, HasbiBatoTcs “ToukM goctyna’.

[na napametpa [Security] (cnocob wudpoBaHus) MoxHo 3agaTe 3HadeHue [None], [WPA2] unu [WPA3]. C Toukm
3peHusa 6esonacHoOCTU pekoMeHayeTcs ncrnonb3oBatb 3HadeHne [WPA2] nnn [WPA3]. Npu Beibope [None] nepen
noakntyeHnem otobpaxaetcsa coobuieHne. [ins 6e3onacHocTy nogkntoydeHns k 6ecnposogHom JIBC HacTosTensHO
peKOMeHAYeTCs NOAKIIOYEHME K TOMKaM JOCTyna ¢ HacTponkon 6esonacHoctn WPA2 nnn WPAS.

Mpwn pernctpauun Todkm goctyna 6ecnposogHon JIBC ¢ nomowsto [Manual Register] no ymonyaHuto BbibpaH meToa
obecneyeHns 6esonacHoctn WPA2.

B cny4yae nogkntoyeHus kK Touke JocTyna 6e3 kakor 6bl TO HM Bblo HACTPONKM 6e30MaCcCHOCTU MOXHO NOABEPTHYTLCS
B3110MY, JOCTYMY 3MTOHAMEPEHHbIX TPETbUX NULL NN aTakam Ha ya3BuMMOocTW. Ecnn nogknioveHne 6e3 kakom Obl TO HU
ObINI0 HACTPOWKM BGEe30MacHOCTM He ABNSIETCS HEN3BeXHbIM, OHO HE PEKOMEHOYETCS.

HacTporika 6e3onacHocTn 6ecnpoBogHoi JIBC oveHb BaxkHa. KomnaHus Sony He HeceT OTBETCTBEHHOCTM HY 3a
Kakou yuiep6, NpuYnHEeHHbIN HecobnogeHem Mmep 6e3onacHoCTU, unu npobrnemsl 6e30MacHOCTU, BO3HUKLLME
BCNeacTBME HENPEAOTBPaTMMbIX 0BCTOATENLCTB MCMNONb3oBaHns 6ecrnposogHon J1BC.
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CnpaBo4HOE pPyKOBOACTBO

ILME-FX6
MpenynpexaeHusa no Mepam 6e30nacHOCTM

Mepb! NnpefocTOPOXHOCTU B OTHOLWWEHUN TeTepuHra USB

B atom pasaerne paccMaTtpmnBarTCA Mepbl NPeOCTOPOXHOCTU NPU NMNOAOKMHOYEeHUN yCTpOI;ICTBa C NOMOLUBbK TETEPUHIa
USB.

Vcnonb3ynTe ons TeTepUHra TorbKo HagaeXHble cMapTdOHbI. MNoakntioveHne K yCTponcTBaM HEN3BECTHOIO
NPOVCXOXOEHUSI HE PEKOMeHAyeTCst U3 coobpaxeHnii 6esonacHoCTy.
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CnpaBo4HOE pyKOBOACTBO

ILME-FX6
MpenynpexaeHusa no Mepam 6e30nacHOCTM

O dyHkumumn FTPES (FTPS)

[nsa obecneveHna 6esonacHon nepegaym dannos pyHkuna FTPS nogaepxmBaeT pasnmyHble anroputMbl LWINGPOBaHKS.
[nsa coBMecTMOCTu ¢ pazHoobpasHbIMKU cepBepamMmun NOSOEPKMBAOTCA MHOTOMMUCEHHbIE anropuTMbl LLIMpOBaHHUS,
HEeKOTOpbIe U3 KOTOPbIX MOTYT HE COOTBETCTBOBATHL JyYLLUM COBPEMEHHbIM MpakTMkam obecnedyeHns 6e3onacHoCcTu.

Anroputmbl wncppoBaHusa, nogaepxxusaemsbie chyHkuuen FTPS

nOﬂJJ,ep)KI/IBEFOTCFI crnegyrowme anropuTMbl LIJVId)pOBaHI/IFI.

TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES 256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA WITH_AES 256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA256

PeKOMeHAYEMbIe anropuTmbi I.IlMCprBaHMSI

Ha ocHoBe pekomeHaaumin HaumoHanbHoOro MHCTUTyTa ctaHgaptoB 1 TexHonornn CLUA (NIST SP 800-57 Part 1 Revision
5) n cooTBeTCTBYOLWMX CTaHAapTOB 6€30MacHOCTU PEKOMEHAYIOTCA crefytoLme anropuTMbl LUIMGPOBaHMS.

TLS_ECDHE_RSA WITH_AES 256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

06 anropurmax, Nnpu3HaHHbIX HEpPEeKOMEeHAYyeMbIMHU

[na obecneveHna coBmectuMocTy doyHKUMs FTPS Takke nogaepmBaeT NnepevmcrieHHble HKe anropuTmbl, HO Ha
OCHOBEe pekomMeHaaumnn HaumoHanbHoro MHCTUTYTa ctaHgapToB u TexHonormi CLUA (NIST SP 800-57 Part 1 Revision 5)
N COOTBETCTBYHLLMX CTAaHOAPTOB 6€30MacHOCTN OHM NMPU3HAHbI HEPEKOMEHAYEMbBIMU 1 MOTYT BbITb UCKMOYEHbI B OOHOM

13 NocneayoLnx BEPCUMN.

TLS_RSA WITH_AES 256 _CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_DHE_RSA WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256

O COBMEecCTUMOCTHU NpU COeauHEeHun



®yHkuma FTPS paspaboTtaHa ¢ cobntogeHnem 6anaHca mexay 6e30nacHOCTbIO U COBMECTUMOCTbLIO. B HacTosLwee
BpeMsi MO YKa3aHHbIM HUKe NPUYMHaM NogaepKuBatoTcs NPU3HaHHbIE HEPEKOMEHOYEMbIMU anropuTMbl, HO OHU MOTYT
ObITb MCKIOYEHbI B O4HOW U3 NOCNEAYOLNX BEPCUNA.

BHewwTaTHbIM dooTOrpadam 1 suaeorpacgam HeobxoauMo NoAKMNYaTbCs K cepBepam, paboTaroLmMm Ha pPasfnyHbIX
KNMeHTax.

Heobxoommo nogaepxmnBaTb COBMECTUMOCTL C Bornee cTapbiMy CUCTEMaMUN U YCTapEBLUUMU CEPBEPAMMU.

He Bce nonb3oBaTenu rotoBbl NepenTn Ha bonee 6e3onacHy HAaCTPOWKY 13-3a CITOXKHOCTU U3MEHEHUST HACTPOEK
anroputma WwnpoBaHMs Ha CTOPOHE cepBepa.

HacTpoviku FTPS 4acTto COBMECTHO MCMOMb3yTCA APYrMMU 3alULLIEHHBIMU cepBUcami. JTiobble M3MEHEHUST OOMKHbI
ObITb TLLATENbHO 064yMaHbI, Tak Kak OHU MOTYT MOBMUATbL Ha ApYr1ne CepBuUChl Ha cepBepe.

YTtobbl 06ecnevmTb BO3MOXHOCTb B3aMMOAENCTBUS B Pa3HbIX Cpeaax, AOMMKEH NOOAEPKMBATLCS LUMPOKUIA CNEKTP
anropuTMoB LUNpOBaHKS.

Vcnonb3yemblin BO BpeMst coeamHeHusa FTPS anroputm windpoBaHmsa onpeaenseTcs nyTem aBToMaTn4eckoro
cornacoBaHus C LieneBbIM CEPBEPOM U1, CeAoBaTENbHO, 3aBUCUT OT HACTpoek cepepa. [pn oco3HaHum yrpos
©e30nacHOCTM NPUOPUTET B HACTOSILLEE BPEMSI OTAAETCA COBMECTUMOCTU AJ1S YOOBNETBOPEHUSA pasHO0ObpasHbIxX
noTpebHOoCTeN nonb3oBaTenen.

Yrpo3bl 6e3onacHocTH

Vicnonb3oBaHue anropMTtMoB, NPU3HaHHbIX HepekomeHayembiMu, B ToM Yncrie CBC/DHE/RSA/SHA-1, noBbilwaeT puck
pacLwMdpoBKY 3aMPOBAHHBIX AAHHbIX MW HAPYLLUEHWUS UX 3aLUUTbl 3N0YMbILLNIEHHUKAMW, YTO BEAET K PACKPbLITUIO
OaHHbIX BO BPEMS nepefayu.

PekomeHpgauum no 6e3onacHOMy NOAKMNIOUEHUIO

Mpexae yem ucnons3oatb GyHKUno FTPS, ybeauteck, 4TO cepBep Has3Ha4YeHUs NOAKNIOYEHNSA NoaaepKMBaET
pekoMeHayeMbl anropuTM WndgpoBaHus. BkroyanTe Ha CTOPOHE cepBepa TOMbKO pekoMeHayeMble anropuTMbl, a
anropuTMbl, NPU3HAHHBbIE HEPEKOMEHAYEMbIMU, OTKITHOYaNTE.

OTnpaBka ¢ ucnonb3oBaHuem 6esonacHoro FTP

daiinbl MOXHO OTNPaBNATbL C LWN(POBaAHNEM, UCTNONb3YS AN NOAKMYEHNS K LieneBomy dannoBoMy cepBepy NpOTOKON
FTPS B siBHOM pexunme (FTPES).

[nsa 6e3onacHon nepegaymn no FTP 3aganTe ansa napametpa [Using Secure Protocol] 3HadeHne [On] B HacTporikax
uenesoro hansioBoro cepeepa 1 UMNopTUpYnTe cepTudmkar.

CnpaBouHble maTtepuanbl

Recommendation for Key Management, Special Publication 800-57 Part 1 Revision 5, NIST, 2020.

Transitioning the Use of Cryptographic Algorithms and Key Lengths, Special Publication 800-131A Revision 2, NIST,
2019.

Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication, Special Publication 800-
38B, NIST, 2005 (c o6HoBREHUAMMN NO cocTosiHMIO Ha 10.06.2016).

Ceptudmkar

3anuwunte ceptudmkart, ucnonb3yembii pyHrumen FTPES (FTPS), B kopHeBOM kaTanor kapTel namMsaTu. 3aganTe
cnegytollee nvs davina.

certification.pem (dpopmar PEM)

MakcrumarnbHbIN pasgen oTAenbHOro ceptTudukata, KoTopbiin MOXHO 3arpy3nts — 1 MB.
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